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S i d e k i c k  S y n c 
 

 

1. PRODUCT DESCRIPTION 
 
Sidekick Sync is a breakthrough application for Enterprise class businesses that can provide their employees with 

tools to manage business activities directly from inexpensive mobile Devices. With mobile access to Email, Calendar, 

and Contacts available for all your employees; your enterprise can provide vital up-to-the minute information, in real-

time to your employees simply and efficiently. With advanced Search and Sync capability users have a virtual window 

to their Exchange Outlook email, contact, calendar applications, assuring them that all the data available on their 

desktop, is also available on their devices. 

 

Using licensed Exchange ActiveSync technology from Microsoft, Sidekick Sync provides the device with a direct 

connection to the Microsoft Exchange Servers 2003 and 2007. This connection eliminates the need for an additional 

proxy server, or a NOC (Network Operations Center) and preserves the integrity of the Enterprise firewall. Security of 

the Device contents is assured by the Remote Data Wipe feature. This feature can be initiated on the Server either by 

an Enterprise Administrator or the User to erase all contents on the Device. All the data transmissions are SSL 

encrypted.  

 

  
 

Figure: Introduction Screen 
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2. USING SIDEKICK SYNC 
 

Once Sidekick Sync is installed and configured, you will be asked to choose the folders that you want to 

synchronize (contacts, calendar, email, or all). Every device containing the Sidekick Sync application that wants 

to synchronize information with the MS Exchange server, must establish a partnership with the MS Exchange 

server. After an initial device identification and handshake, the device is allowed to synchronize with the server. 

This partnership is active till the Administrator removes the device from the partnership or as decided by the 

Device Policy settings administered on the server.  

Based on your choice of folders to be set up for synchronization, the application will establish a partnership with 

your MS Exchange® Server, start the synchronization and download your Contacts, Calendar and Email data on 

to your device. 

The first synchronization will bring in all the data (up to a limit as supported by the device) from your MS 

Exchange® Contacts, Calendar and Email on to your device which may take slightly longer based on the amount 

of information that you may have. Once the initial synchronization is successfully completed, the data on your 

MS Exchange Server® account and your device are in sync with each other. All subsequent synchronizations will 

only bring in the latest changes that may have occurred to your Email, Contacts or Calendar data.  

Sidekick Sync provides a óDirect Pushô technology that allows any new change to your MS Exchange ServerÈ 

email, contact or calendar data to be óPushedô to the device in real time. You need not login to your account 

frequently to check for new mails, calendar or contact information; instead Sidekick Sync will bring in all the latest 

information to your device and also provide you with intimation about the Calendar event or Email on your 

device. 

In case you donôt want to have the óDirect Pushô enabled, then you may use the óScheduled Pushô option that will 

allow you to set the time interval at which you want the application to check for new information on the server 

and then synchronize with the MS Exchange Server® to retrieve that information, saving precious airtime. At the 

scheduled time the application will launch automatically and start the synchronization. If no changes are 

detected, Sidekick Sync will sleep until the next schedule is due to be triggered. 
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3. DEVICE REQUIREMENTS  
 

3.1 Memory Requirements 

Free shared memory (also called application memory): at least 2MB 

Heap memory: at least 3 MB 

 

3.2 Keys used 

This manual makes references to function keys such as the Select/OK key, Back and CLR key. While 

mobile phone manufacturers have attempted to standardize on key definition and location, there remains 

some variation between handsets. Sidekick Sync uses the following keys to perform the functions: 

 

3.3 Power/End Key (usually red) 

This may be used to exit Sidekick Sync, although it is not the recommended method. Shutting the cover on a 

clamshell style mobile phone has the same effect. 

 

3.4 Up, Down, Left, Right Keys (Arrow keys) 

These keys are used to move the cursor or to scroll through options/ menu items. These keys are usually 

clearly marked with arrowheads on the handset. 

 

3.5 Clear Key (CLR) 

CLR key is usually a hard key (a labeled key on the key pad). Used for deletion in text entry mode. CLR key 

may also be used to cancel action initiated by the user during ñSidekick Sync is workingò animation. CLR 

Key on each of the submenu items like Calendar or Email will navigate back to the Sidekick Sync Main 

menu. 

 

3.6 Back Key 

Back key is usually a soft key (definition on screen). This is used to navigate to the previous  screen.  

 

3.7 Select/OK Key 

May be a hard key (a labeled key on the key pad) or a soft key (definition on screen).  A hard key is usually 

located in the middle of the arrow keys and identified with unique color and/or  symbol. 
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4. APPLICATION SETUP 

4.1 Setting up Sidekick Sync on your device 

 
1. Find and launch Sidekick Sync. At the Welcome screen, press Ok, to continue. 

 

2. Sidekick Sync will automatically be installed on the Device 

 

3. Next, you must create an account associated with your Microsoft Exchange server by entering the following 

information: 

 

Á Server Address: Enter the MS Exchange® Server address for e.g. 

exchange.yourcompany.com 

Á SSL: Check the box if your server is SSL enabled 

Á User Name: Enter your Username (as on your MS Exchange Server® account) 

Á Password: Enter your password (as on your MS Exchange Server® account) 

Á Domain: Enter the domain for your MS Exchange Server®  

Á Email Address: Enter the email address of your MS Exchange® account 

Á Time Zone: Select the appropriate time zone 

Á Pressing óDoneô will initiate a connection with your server and the Server Policy is retrieved. 

Based on the Server policy, you will be prompted for a PIN to be entered. Enter an appropriate 

PIN.  

 

Note:  In case the Server policy does not require a PIN, then the PIN entry screen will not be displayed. 

 

4. With your account established and your PIN selected, the configuration process is complete.  

5. By default, Direct Push and Periodic Sync are enabled with the following settings: 

¶ Direct Push: Active from 7 am to 6 pm ï All Weekdays 

¶ Periodic Sync:  

Á Active from 6 pm to 11 pm  at ½ hourly intervals ï All Weekdays and Weekends 

Á Active from 11 pm to 5 am the next morning at 1 hr intervals ï All weekdays. 

 

6. Congratulations! Youôve now created a Sidekick Sync account and ready to synchronize with your MS 

Exchange account. Press OK to begin your first Synchronization. Once the Synchronization is completed 

successfully, you will be navigated to the Main Menu 

 

 Note:  Ensure that you provide the correct credentials when setting up your account. If you still continue to 

 face problems with setting up your account or if you do not have the required server information, consult 

 your IT department for the same.  
 

http://exchange.yourcompany.com/
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The following screenshots in Figure 1, from the application will guide you through the account set up process. The 

screenshots below indicate the settings for the Server address, SSL, User Name, Password, Domain, Email 

address and Time Zone. 

 

  
 

Figure 1: Account Setup and Time zone 

 
 

4.2 Device Security and Policy 

4.2.1 PIN  

Once your account has been set up, you are ready to synchronize your Device information with the MS Exchange 

Server®.  MS Exchange enforces device security policies that might make it mandatory to enter a PIN for application 

security. The Server policies will also define how often user must be prompted for the PIN.  

Enter a PIN (as recommended) of your choice and confirm PIN. Click on óSaveô to complete. The navigation screens 

are shown below. 

 

 

Figure 2: PIN entry 
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The PIN entry mode, length, complexity, number of incorrect PIN entry attempts allowed, and Device idle 

timeout (only for MS Exchange Server® 2007) can be controlled by the MS Exchange Server® Administrator. Based 

on the Device Policy settings from the Server, at the time of synchronization with the MS Exchange Server®, the 

application will update the Policy settings from the server. If the Policy settings require an Alpha numeric PIN entry 

and requires a minimum length, then the same would be prompted to the User to change the PIN settings in 

accordance with the Device Policy settings on the Server. During subsequent synchronizations the Policy settings are 

always updated from the server and then imposed on the client. User must enter the PIN in the specified format (in 

accordance with the Device Policy settings) for access to the application. If the PIN is incorrectly entered for the 

specified number of times (as specified by the server) then the application will initiate a local data wipe and proceeds 

to wipe off all Contact, Calendar and Email information from the Device.  

Note:  Consult your IT department for complete information on the Policy settings on your MS Exchange Server® 

 

4.2.2  Data Wipe  

Device management is available to users of MS Exchange Server® 2007 whereas for the MS Exchange Server® 

2003, this feature is available only to the MS Exchange Server® administrator. Sidekick implements the following 

Data wipe directives: 

 

1. Remote Data Wipe 

To protect your device from unauthorized use and access to sensitive Contact, Calendar and Email information 

especially when the Device is lost, MS Exchange provides a Remote Data Wipe feature that allows an 

Administrator/user to setup a device for data wipe remotely from the MS Exchange Server®. The Administrator/user 

first identifies the device that must be set up for data wipe on the Administrator console of MS Exchange Server®. 

Then the Administrator/user chooses the particular device and issues a Remote Data wipe directive. As soon as the 

Administrator/user issues the Remote Data Wipe directive, the MS Exchange Server® will first remove that device 

from the partnership, and then modify the Policy settings. During the next synchronization request from the Device, 

the MS Exchange Server® will direct the device to update its Policy settings on account of a change since the last 

synchronization. The device would then proceed to update the Policy settings during which it encounters a Remote 

Data wipe directive from the MS Exchange Server®. The Sidekick Sync application would then proceed to ôôWipe Offô 

all the Application Contacts, Application Calendar and Email information stored on the Device. Once the device 

information has been successfully wiped off, the application will send an acknowledgement to the MS Exchange 

Server® after which the device will simply terminate the connection with the server. The subsequent synchronizations 

from a device that has been wiped of all information will continue to fail. The MS Exchange Server® will update the 

device administration settings with a successful data wipe for the particular device. 

 

2. Data wipe on failed PIN attempts 

Based on the Server Policies, Sidekick allows a fixed number of PIN attempts on the device. When a user exceeds 

the number of attempts allowed for the PIN, Sidekick sync will wipe off all application contact, calendar and email 

data from the device. The user is displayed with a warning message after the first few attempts and again on the last 

attempt, indicating that data wipe is going to be carried out, if the user enters a wrong PIN one more time. User is 

also provided with an option to reset the PIN.  
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4.2.3 PIN Reset 

User is also provided with an option to reset the PIN. When the warning message is displayed on the last attempt to 

the user, that data wipe is going to be effected, an option for PIN reset is also displayed alongside. On choosing Yes 

for PIN reset, user is navigated to a page that prompts user to enter the MS Exchange account password. If the user 

enters the correct MS Exchange password, then user will be allowed to enter a new PIN in place of the old PIN and 

prompted to confirm the new PIN. The PIN will then be reset. 

4.2.4 Device Policy 

Sidekick Sync enforces the following exchange server policies on the device: 

Á Alphanumeric PIN Required: Controls the access to the Application using a PIN to identify the user 

Á Minimum Password Length: Defines the minimum length of the PIN that must be entered by the user 

Á Remote Data Wipe: Implements the device data wipe feature on a Remote wipe directive. 

Á Maximum PIN failed attempts: Implements the device data wipe feature on user exceeding the maximum 

number of PIN attempts allowed. 

Á Max Attachment size: Controls the maximum size of the attachments that can be downloaded to the device 

from the MS Exchange server. 
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5. HOME PAGE 

The Home Page or the Main Menu of Sidekick Sync provides you options on a GRID view. The following options are 

displayed: 

1. Email 

2. Contacts 

3. Calendar 

4. Sync  

5. Corporate Contacts  (also known as the Global Address List) 

6. Help 

The Home Page or the Main Menu of Sidekick Sync is shown in the figure 3 below:  

     

Figure 3: Home Page 

 
Clicking on Email icon navigates you to the Inbox screen of the application with the latest 100 emails displayed. 
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5.1 Email 

Email option on the Main menu of Sidekick Sync allows you to synchronize emails from your MS Exchange® server 

to the device. Sidekick Sync will synchronize and store up to 100 latest emails from your MS Exchange® mail 

account.  

 

 
 

Figure 4: Inbox page 
 

Clicking on an Email will take you to your email Inbox page that displays the headers of the emails from your Inbox. 

Pressing the ɂ will bring up the following options menu: 

 
 

Figure 5: Inbox page showing options 
 

New Message: Clicking on this option will bring up the compose mail screen that allows you to 

compose a new mail and add recipient addresses to it before sending it. Pressing the ɂ will bring 

up the following options as shown in Figure 6: 
















































































